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The government’s seizure of attor-
ney-client communications, a head-
line event when it involves the Presi-
dent’s lawyer Michael Cohen, actually 
is a recurrent problem in white col-
lar criminal investigations due to the 
convergence of several trends. 

First, the genteel days, when a sub-
poena sufficed and search warrants 
were a last recourse absent cred-
ible fears of document destruction or 
flight, are over. Today, many prosecu-
tors see the corporate search warrant 
as a way to gain immediate access to 
documents, eliminate tiresome negoti-
ations with defense counsel about the 
scope and timing of production, and 
gain the leverage of sending a “shot 
across the bow” of the corporation. 

Second, as corporations expand 
their in-house legal capacity and 
bring more matters in-house, and 
as in-house counsel integrate them-
selves more fully into business op-
erations, the sheer quantity of legal 

messages within a corporation has 
increased. 

Third, with the advent of electroni-
cally stored information and warrant-
authorized wholesale imaging of em-
ployee laptops, cell phones and other 
devices, it is much more likely that 
attorney-client communications will 
be sprinkled among the seized texts 
and in-boxes of many non-lawyer 
corporate employees. 

In short, government seizure of at-
torney-client communications is not 
cabined to searches of law firms or 
even to searches of an in-house coun-
sel’s office. It is a potential issue in 
just about every corporate search. 

DOJ Guidelines and  
Regulations

The U.S. Department of Justice 
(DOJ) has promulgated both internal 
guidelines, which by their terms cre-
ate no enforceable rights, U.S. Attor-
ney’s Manual (U.S.A.M.) at §9-13.420 
(“Searches of Premises of Subject 
Attorneys”), and regulations about 
attorney searches, which, while not 
a basis for suppression, at least put 
government personnel on notice 
that violations will result in “appro-
priate disciplinary action.” 28 C.F.R. 
§§59.4(b) (searches of “disinterested 
third party” lawyers), 59.6 (sanctions 
for violations). These provide bases 
for pushing back in the event of at-
torney searches. See, e.g., Klitzman, 

Klitzman & Gallagher v. Krut, 744 
F.2d 955, 962 (3d Cir. 1984) (affirm-
ing judgment ordering the return of 
seized materials to the appellee law 
office and noting that regulations had 
been ignored).

The DOJ’s internal guidelines are 
restricted in two ways: 

1.	 They are limited to searches of 
an attorney’s “premises” — a 
law firm’s or in-house attorney’s 
office and files — and arguably 
it does not apply to searches of 
other offices or other comput-
ers at a business in which legal 
materials may be located; and

2.	 They are limited to searches 
regarding “subject attorneys,” 
defined as an attorney who is 
either:
(i)	� a “suspect, subject or 

target”; 
(ii)	� related by blood or mar-

riage to a suspect; or
(iii)	� believed to be in pos-

session of contraband 
or the fruits or instru-
mentalities of a crime. 
U.S.A.M. at §9-13.420. 
Search warrants for 
premises of subject at-
torneys must be ap-
proved by the U.S. At-
torney after consultation 
with the Department 
of Justice. Id. Search 
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warrants regarding at-
torneys who are not 
“subject attorneys” but 
rather “disinterested 
third parties” require ap-
proval by a Deputy As-
sistant Attorney Gener-
al. See, 28 C.F.R. §59.4(b)
(2) (cited in U.S.A.M. at 
§§9-19.220-221).

Both the DOJ guidelines and the 
regulations exhort the use of a search 
warrant as a last resort to be em-
ployed if there is no viable, less intru-
sive means of obtaining the material; 
and, if deployed, the warrant must be 
executed in such a manner as to mini-
mize, to the greatest extent practica-
ble, scrutiny of confidential materials. 
See, e.g., 28 C.F.R. §59.4(b)(4). Viola-
tion of these elastic precepts may not 
provide a winning basis for suppres-
sion, but DOJ’s suggested consider-
ations may provide post-search am-
munition for a motion for return of 
documents — or, at least, leverage to 
litigate how the seized documents are 
to be handled and reviewed.

Boiled down, the factors recom-
mended by DOJ for prosecutors to 
consider in deciding whether to em-
ploy a search warrant versus a less in-
trusive means of obtaining documen-
tary materials from attorneys include:

1.	 Whether the advance notice 
provided by a subpoena would 
likely result in the destruc-
tion, alteration, concealment or 
transfer of the materials sought 
because the suspect has direct 
control over, or indirect access 
to, the materials sought (via 
friendship with, loyalty to, or 
sympathy for, the possessor of 
the materials); and 

2.	 Whether the immediate seizure 
of the materials is necessary 
to prevent injury to persons or 
property or to preserve their evi-
dentiary value and/or to prevent 

delay in obtaining the materi-
als, which delay would signifi-
cantly jeopardize an ongoing 
investigation or prosecution. 

28 C.F.R. §59.4(c)(1)-(2). (Note: the 
fact a disinterested third party lawyer 
possessing the materials may have 
grounds to challenge a subpoena or 
other legal process is not in itself a 
legitimate basis to deploy a search 
warrant as opposed to a less intrusive 
measure. Id.)

The DOJ guidelines direct the cre-
ation and training of a “privilege 
team” (also sometimes called a “taint 
team” or a “clean team”) to seize and 
review documents in the first instance 
so that the front line prosecutors and 
agents do not come into contact with 
potentially privileged materials. The 
guidelines note that the search war-
rant affidavit should attach the in-
structions provided to the privilege 
team or, at least, inform the federal 
magistrate judge of the intent to em-
ploy such a process. See, e.g., Car-
penter v. Comm’r., IRS, 2018 U.S. Dist. 
Lexis 66455, 9, n.8 (D.Conn. filed 
April 20, 2018) (government drew up 
written Search Warrant Plan). Impor-
tantly, the guidelines also allow for: 

1.	 Review of either all seized ma-
terials, or of just those materials 
thought arguably to be privi-
leged, by a judicial officer or 
special master;

2.	 The provision of a copy of 
seized materials to the defense 
attorney; and

3.	 Defense attorney input to 
the court regarding disputes 
over the seizure of privileged  
documents.

U.S.A.M. at §9-13.420.

Pushing Back 
Upon notice that a corporate 

search warrant is being executed, 
certain prophylactic measures can 
be taken. These include notifying 
the lead agent on site and the AUSA 

supervising the search that certain 
offices, laptops, files and file rooms 
constitute the “premises” of attorneys, 
and demanding that such premises 
not be searched. If such premises are 
nonetheless to be searched under the 
warrant, then, if practicable, creating 
an inventory of seized materials can 
be invaluable for later litigation. To 
the extent a privilege or taint team is 
used to seize, image or review materi-
als, also make clear that the adequacy 
of that precaution is not conceded. 
Of course, document all of these 
interactions.

Failing a negotiated resolution with 
the government concerning protec-
tion for seized materials thought to 
be privileged, two bases for litigation 
exist which can be deployed in tan-
dem. First, consider a motion for re-
turn of property filed under seal to 
the same magistrate judge’s docket 
as the initial warrant. Rule 41 of the 
Federal Rules of Criminal Procedure 
provides in pertinent part that: 

A person aggrieved by an unlaw-
ful search and seizure of property 
or by the deprivation of property 
may move for the property’s re-
turn …. The court must receive 
evidence on any factual issue 
necessary to decide the motion. 
If it grants the motion, the court 
must return the property to the 
movant, but may impose reason-
able conditions to protect access 
to the property and its use in lat-
er proceedings.

Fed.R.Crim.P. 41(g) (emphasis added). 
The Rule provides relief not only 

for someone whose property has 
been unlawfully seized, but also for 
one whose property has been lawful-
ly seized but who is aggrieved by the 
government’s continued possession 
of it. See, Fed.R.Crim. 41, Notes of Ad-
visory Committee on Rules — 1989 
Amendment (referring to this provi-
sion then denominated subsection 
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(e)). A warrant-authorized seizure of 
materials including attorney-client 
privileged communications seeming-
ly falls within this strike zone.

A Rule 41 motion can at least sen-
sitize the court to the privilege con-
cerns raised by the search and argue 
that the government’s unilateral de-
cision to implement a taint team is 
no panacea. Indeed, certain courts 
have limited the circumstances in 
which prosecutors may employ taint 
teams during criminal investigations. 
See, e.g., In re Grand Jury Subpoenas, 
454 F.3d 511, 522 (6th Cir. 2006) (“… 
taint teams present inevitable, and 
reasonably foreseeable, risks to privi-
lege, for they have been implicated 
in the past in leaks of confidential 
information to prosecutors … occa-
sionally some taint-team attorneys 
will make mistakes or violate their 
ethical obligations.”). Plus, a court 
“always retains the prerogative to re-
quire a different method of review in 
any particular case, such as requiring 
the use of a special master or review-
ing the seized documents in camera 
itself.” In re Fattah, 802 F.3d 516, 
530, n.53 (3d Cir. 2015) (citations  
omitted). 

Second, an alternate basis for re-
lief exists under the court’s equitable 
power to order the return of seized 
materials. United States v. Singleton, 
867 F. Supp. 2d 564, 568-69 (D.Del. 
2012). When “the motion is filed by 
a party against whom no criminal 
charges have been brought, such mo-
tion is in fact a petition that the dis-
trict court invoke its civil equitable 
jurisdiction.” Id.; Gmach Shefa Chaim 
v. United States, 692 F. Supp. 2d 461, 
468-69 (D.N.J. 2010). 

When determining whether to exer-
cise its equitable jurisdiction, courts 
look to four factors: 

1.	 Whether the government dis-
played a callous disregard for 
the rights of the movant;

2.	 Whether the movant has an in-
dividual interest in and need for 
the property he wants returned;

3.	 Whether the movant would be 
irreparably injured by denying 
return of the property; and

4.	 Whether the movant has an ad-
equate remedy at law for the re-
dress of his grievance.

United States v. Singleton, 867 F. 
Supp. at 568-69 (citations omitted); 
accord Klitzman, Klitzman & Galla-
gher v. Krut, 591 F. Supp. 258, 265-
66 (D.N.J.) (“Where, as here, plaintiff 
institutes an independent action for 
such return, there is no question but 
that courts may utilize their equitable 
power to order pre-indictment relief,” 
upholding preliminary injunction 
against federal officers ordering re-
turn of seized documents), aff’d, 744 
F.2d 955 (3d Cir. 1984). 

Under either basis for relief, to the 
extent it can be established that the 
government did not follow its internal 
and/or regulatory guidance regarding 
the need to employ a search, or pro-
vide notice to the magistrate judge 
in the warrant affidavit regarding the 
potential retrieval of privileged mate-
rials and how that will be handled in 
executing the warrant, this is further 
fodder for the motion. 

Short of actually gaining the im-
mediate return of privileged material 
— a long shot to be sure — to the 
extent particular files can be identi-
fied as harboring privileged materi-
als, or to the extent that a universe 
of potentially privileged materials can 
be isolated by word searches for at-
torneys’ and law firms’ names, push 
for review of such materials in the 
first instance by defense counsel, by 
the court in camera, or at least by an 
appointed special master. See, e.g., 
United States v. Jimenez, 2017 U.S. 
Dist. Lexis 135276, 4-5 (S.D.Ala. field 
Aug. 17, 2017) (in camera review 
by court); United States v. Sperow, 

2015 U.S. Dist. Lexis 42453, 41-42 
(D.Id. filed March 30, 2015) (special 
master to screen for privilege, rath-
er than government agents or attor-
neys, however allegedly “clean”). In 
this regard, in the case of the Michael 
Cohen search, Judge Kimba Wood of 
the U.S. District Court for the South-
ern District of New York appointed 
a special master to assess in the first 
instance whether the seized docu-
ments include any confidential com-
munications between Cohen and his 
legal clients. 

Conclusion

Many white collar corporate search-
es can implicate the seizure of poten-
tially privileged materials. The gov-
ernment may be less sensitive to this if 
the search is not specifically directed 
at in-house or outside counsel. While 
achieving the outright return of privi-
leged material on Rule 41 or equitable 
grounds may be a long shot, vigorous 
post-search negotiation and advocacy 
may achieve additional court-ordered 
and court-supervised measures de-
signed to shield privileged materials 
from government view. 
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